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Challenges in SMT memory reasoning
with dynamic frames (Dafny)

proof burden developer effort
verification time

. . developer Iteration time
diagnostics

compound at scale
we measured them and set out to iImprove them
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Linear Dafny
linear type system for SMT-based verification

type system + SMT solver

extend expressivity of linear types leveraging the solver

1. memory reasoning with linear types
2. regions to address non-linear data

3. quantitative ana qualitative evaluation
on a large system (VeriBetrKV)
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Variable usages

ordinary
dafny ghost

inear dafny sharec

liInear

duplicate compiled

Ves yes

Ves

yes™ VEeS
yes
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Linear datatype Account = Account(balance: nat) IIr]GBEir l15551§J€3

method Transfer(linear source: Account, linear dest: Account, amount: nat)
returns (linear source': Account, linear dest': Account)
requires source.balance >= amount

ensures source'.balance == source.balance - amount
ensures dest’'.balance == dest.balance + amount

1
source’ := source;
dest’ := dest;
var new_source_balance := source’.balance - amount;
var new_dest_balance := dest’.balance + amount;

AccountSetBalance(inout source’, new_source_balance);
AccountSetBalance(inout dest’, new_dest_balance);

}

method AccountSetBalance(linear inout a: Account, balance: nat)
ensures d.balance == balance

{

1hout a.balance := balance; In-p|aCe Update
5



linear datatype Account = Account(balance: nat) IIr]G;Eir l15551§353

method Transfer(linear source: Account, linear dest: Account, amount: nat)
returns (linear source': Account, linear dest': Account)
requires source.balance >= amount

ensures source'.balance == source.balance - amount
ensures dest’'.balance == dest.balance + amount

1
source’ := source;
dest’ := dest;
var new_source_balance := - amount;
var new_dest_balance := dest’.balance + amount;

AccountSetBalance(inout source’, new_source_balance);
AccountSetBalance(inout dest’, new_dest_balance);



shared usage

linear datatype Account = Account(balance: nat)

method Transfer(linear source: Account, linear dest: Account, amount: nat)
returns (linear source': Account, linear dest': Account)
requires source.balance >= amount

ensures source'.balance == source.balance - amount
ensures dest'.balance == dest.balance + amount
source’ := source;

dest’ := dest;

var new_source_balance := (

borrow source’
source’ .balance - amount;
end of borrow source’
DK
var new_dest_balance := dest’.balance + amount;
AccountSetBalance(inout source’, new_source_balance);
AccountSetBalance(inout source’, new_dest_balance);



Evaluation

improvement in proof burden at scale
verification time

diagnostics

VeribetrKV — 24K lines code+proof
of Imperative code

proven eqguivalent to high-level spec
via state-machine refinement
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Conversion To Linear Dafny

Dynamic frames

VeribetrKV-DF

nonlinear component

8 linear component

Linear types

VeribetrKV-LT

liInear data inside
@ @ non-linear data
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Dynamic frames Linear types
VeribetrkKV-DF < > VeribetrkV-LIT

Proof burden g 20000

lines of proof 15000 -
proof.code ratio
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Dynamic frames Linear types
VeribetrkKV-DF < > VeribetrkV-LIT

Verification time proxy for developer iteration time
Type checking (TC), and SMT solving
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Dynamic frames Linear types
VeribetrkKV-DF < > VeribetrkV-LIT

Verification time improvement
for functions > 5sec

90% of linear methods verify faster than before

: 50% of linear méethods verify within 55% of their previous verification time

' 25% of Iinear methods vérify within a third of their previous verification time

—— VeriBetrKV-LT-Method

50% 100% 150% 200% 250%




Linear Dafny

+ Immutable+mutable borrowing
+ non-linear Inside linear and viceversa

linear type system + SMT-based verification

— |lower developer effort

— faster developer iteration time

evaluation likely underestimates potential benefits
iIncremental conversion enabled evaluation

— improved diagnostics B

SMT-based (semi-automated) verification at scale
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